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Ransomware

Hardware Attacks

Social Engineering Attacks

Threat Intelligence Sharing

Ransomware will peak in the middle of next year but then begin to recede.

In 2017, we will see hardware attacks, system firmware 
attacks, and attacks on virtual machines.

Machine learning will accelerate social engineering attacks.

Threat intelligence sharing will see major advancements in 2017.

Successful hardware and firmware attacks are more powerful 
than attacks on applications.

The security industry fights back to slow ransomware

Known hardware and firmware vulnerabilities

Data exposed in 2016 for machine learning training

McAfee Labs

Intel Security shares predictions about the evolution 
of threats in 2017.

Ransomware advances in 2016
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Data collection  
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2015: Cybersecurity 
Information Sharing Act 
A law providing liability protection when 
sharing threat intelligence with the US 
government and the private sector.

2017: Threat intelligence 
sharing platforms  
Platforms will emerge allowing 
businesses to automatically add threat 
intelligence into their security systems.

2016: ISAO Standards 
Organization  
A standards body providing guidelines 
and best practices for effective 
information sharing and analysis.

2017: ISAO communities
Trust communities will be established.
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